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Annex 1: Processing details

Processing details

Subject matter

Duration

Nature of processing

Purpose of processing

Categories of data

Data subjects

Agreement text

Processing of personal data needed to operate,
support, secure, and troubleshoot CleverCat services.

Forthe term of the services plus any documented
retention and backup windows that apply after
deletion ortermination.

Collection, storage, retrieval, organization,
transmission, limited support review, deletion of
portal-scoped operational data, and transientin-
memory processing where documented app behavior
requiresit.

Deliver documented installed-app functionality,
maintain service security and reliability, and provide
customer support.

Portal-scoped configuration, OAuth tokenrecords,
profile or publish metadata, calendar configuration and
hold metadata, operational metadata, support
correspondence needed to handle customer
requests, and customer-authorized HubSpot or
integration data processed through granted scopes.

Customerusers, portal administrators, CRMrecord
contacts, and otherindividuals whose data appearsin
Customer-authorized service workflows.



1) Scope and relationship to the mainagreement

This Data Processing Addendum ("DPA") supplements the agreementbetween CleverCatandthe
customerentity that purchases, installs, oruses CleverCat services ("Customer"). Itapplies when
CleverCatprocesses Customer-authorized personal datain connection with DupliCat, PressKit,

TabCalendar, orrelated support operations.

This draftisfocusedon Customer data processedthrough CleverCatservicesandrelated support
flows. It doesnotreplace the Customer's separate directterms with HubSpot or other third-party
platformsthe Customerusesdirectly.

If the parties execute aversion of this DPA, thatexecutedversion governs over thisreview draftforthe
relevantcustomerrelationship. Except where this DPA adds processor-specific obligations, the main

agreementremainsineffect.

2) Roles and processing instructions

Customeractsas controller orbusiness, and CleverCatacts as processor or service provider, for the
personaldata processedthrough the services on Customer's behalf.

CleverCatwillprocess personal dataonly on Customer'sdocumentedinstructions as expressed
through the mainagreement, installed-app configuration, supportrequests, and other written

directionsthatare consistent with the services andapplicable law.

3) Confidentiality and personnel access

CleverCatwillensure that personnelauthorizedto process personal data are bound by confidentiality
obligations andlimited to the access neededto operate, support, and secure the services.

Accesswill stay scopedto operationalneed, supporttriage, incidentresponse, and service reliability
work tiedto Customer'suse of the services.
4) Security measures

CleverCatwillmaintainreasonable and appropriate technical and organizationalmeasures designedto
protect personal data againstaccidental orunlawful destruction, loss, alteration, unauthorized

disclosure, or unauthorized access.

Currentoperationalmeasures are summarizedin Annex 2 below and should be read together with the

public security, privacy, support, and subprocessor disclosures published on this site.



5) Subprocessors

Customerauthorizes CleverCattouse subprocessorsneededto operate the servicesandrelated
supportworkflows, provided those subprocessors are bound by data-protection obligations

appropriate to the processingthey perform.

Currentsubprocessors are disclosed on the public /subprocessors page. Thatpage is the umbrella
diligenceinventory for both clevercat.app andinstalled app operations, so notevery listed processoris

necessarily usedfor every Customerworkfiow.

6) Assistance, incidents, and data-subject requests

Takinginto accountthe nature of the processing, CleverCatwill provide reasonable assistance to help
Customerrespondto data-subjectrequests, regulatorinquiries, and similar data-protection

obligations thatrelate tothe services.

If CleverCatbecomesaware of aconfirmed personal-dataincident affecting Customer data within the
scope of this DPA, CleverCatwillnotify Customerwithoutundue delay through the customer contact
associatedwith the request, supportrelationship, or other contactthenonfile, and may also use the
public status pathforbroader service updates where appropriate.

7) International transfers

Customeracknowledgesthat CleverCatandits subprocessors may process dataintheregions

disclosed onthe public subprocessor page forthe relevant service components.

If arestrictedinternational transferrequires an additionaltransfer mechanism under applicable law for
therelevantservice relationship, the parties willexecute the required mechanism, including applicable
standard contractual clauses where relevant, as part of the DPA execution process.

8) Audit information and diligence

CleverCatwillmake available informationreasonably necessary to demonstrate its processing posture,
including the public security, privacy, subprocessor, status, and procurement surfaces maintainedon

clevercat.app andreasonable supplemental diligence materials coordinated through support.

If Customerhas amateriallegalrequirementthatis notaddressed by those materials, CleverCat will
coordinate areasonable supplemental diligence path through support, including targeted
questionnaire responses or follow-up materials where appropriate. Any deeperreview mustremain
proportionate to the services and protect CleverCat confidentialinformation and the security of other
customers.



9) Return and deletion

Uponvalid Customerrequest ortermination of the relevantservices, CleverCatwill follow its
documentedportal-level deletion processforstoredapprecords, tokens, settings, andrelated
CleverCat-controlled portal data.

Deletion handlingremains subject to documentedretention windows, including limited backup
retentionthatcanpreserve some deleted CleverCat-controlled portalrowsforupto 30 daysbefore
backup expiration.

10) Liability and execution

This DPAis subjectto the liability, disclaimer, and dispute terms of the mainagreementunlessa
separately executed DPA states otherwise.

This public page is a standard-formreview draft. Signatures, customerlegal entity details, and
negotiatedredlines are handled manually through support.

Annex 2: Security measures summary

e TLSforservice trafficand productionendpoints.
® ScopedOAuth credentials andportal-levelaccessboundaries.
* Encryptionatrestfor OAuthtokenrecordsin OAuthmode.

e QOperationallogginglimitedto support, reliability, and security needsrather than full CRM payload
capture.

® Published subprocessorandtrustdisclosuresforbuyerreview andchange visibility.

* Documenteddeletionworkflow for CleverCat-controlled portal data plus bounded backup-
retentionwindow.

Canonical operationalreferences: /security, /privacy, and /subprocessors.



